Speech Scrambling Techniques .. Status and Challenges
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The increased interest in analog speech scrambling techniques are due to the increased visibility and publicity given to the vulnerability of communication systems to eavesdropping of unauthorized remote access . In wireless communications, it is almost impossible to prevent unauthorized people from eavesdropping unless speech scramblers may be used to protect privacy. Among speech scramblers, analog scramblers are attractive and wide applicable. The conventional analog scramblers manipulate speech signal in the frequency or time domain or both. A typical frequency domain scrambler is the band splitting scrambler, which breaks the speech signal into several sub bands and permutes them. A typical time domain scrambler is the time division scrambler, which breaks the speech signal into short time segments and permutes them within a block of several segments . These conventional analog scramblers cannot provide sufficient security against cryptanalysis because the number of permutable elements in these scramblers is not large enough to provide an adequate number of different permutations due to hardware limitation and processing delays. 
There are many techniques used to enhance the security of Speech scrambler like, the use of orthogonal Transformation, or the use of adaptive signal processing ( related to Blind Source separation ), or the Hybrid use of multi techniques simultaneously.  And in the last decades many researchers worked in the parallel processing for different techniques.
The talk will concentrate on the importance f development implemented in this field, what are the main challenges  facing the research activities in this field. 

